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CCoouurrssee  GGooaall::  

After completing this course, the student will demonstrate an understanding of updated 
information regarding the LLNL Emergency Response Organization policies and procedures; 
lessons learned from drills, exercises, and actual emergency responses; and new processes or 
facility changes, in accordance with the LLNL Emergency Plan and Emergency Plan 
Implementing Procedures. 

CCoouurrssee  OObbjjeeccttiivveess::  

I Describe your roles and responsibilities as part of the LLNL Emergency Response 
Organization in relation to the lessons learned from the FY12 drills, exercises, and actual 
emergency responses. 

II Identify the new processes, procedures, or facility changes that may affect your roles and 
responsibilities as a member of the LLNL Emergency Response Organization. 

 

EEmmeerrggeennccyy  MMaannaaggeemmeenntt  SSyysstteemm  

The Command and Management component within the Standardized 
Emergency Management System (SEMS) and the National Incident 
Management System (NIMS) are designed to enable effective and 
efficient incident management and coordination by providing 
flexible, standardized incident management structure.  The structure 
is based on three key organizational constructs: 

1. The Incident Command System (ICS), 

2. Multi-Agency Coordination Systems (MACS), and 

3. Public Information System. 

These three organizational constructs are designed to allow 
personnel from a variety of agencies to meld rapidly into a common 
management structure with common terminology, meet the needs of 
incidents of any kind or size, provide logistical and administrative support, and be cost effective 
by avoiding duplication of efforts. 

The Field Response Level is where emergency management/response personnel, under the 
command of the Incident Commander, carry out tactical decisions and activities in direct 
response to an incident or threat.  The Incident Command System is used to organize on-scene 
operations for a broad spectrum of emergencies (small to complex, both natural and manmade). 

At LLNL, the Field Emergency Response Organization (ERO) consists of Alameda County Fire 
Department (ACFD), Security Protective Forces Division (PFD), and the ES&H Teams. 

The LLNL Multi-Agency Coordination System (MACS) consists of the Emergency Operations 
Center (EOC), the Department Operations Centers (DOCs), and the Executive Business 
Coordination Center (EBCC).  The MACS provide the architecture to support coordination of 
multiple incident prioritizations, critical resource allocation, communications system integration, 
and information coordination. 
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The LLNL Public Information System is managed by the Public Affairs Office and consists of 
the processes, procedures, and systems to communicate timely, accurate, and accessible 
information on the incident’s cause, size, and current situation to the public, our employees / sub-
contractors, and additional stakeholders (both directly affected and indirectly affected). 

Emergency Management Base Program: 

The Emergency Management Base Program at LLNL is intended to ensure that each normally 
occupied facility has a fundamental emergency action plan (e.g., emergency reporting, protective 
actions, assembly, and accountability). 

The Facility-Level Base Program takes into account events such as hazardous material spills, 
fires, explosions, security threats, and other emergency situations requiring immediate action of 
facility/building occupants and the rapid deployment of emergency response personnel, 
including the Alameda County Fire Department and Security Protective Forces Division. 

The Facility-Level Base Program differs from the Disaster/Self-Help Program in that it focuses 
on events where emergency response personnel are immediately available to take charge of the 
emergency response efforts at the facility upon arrival.  The Disaster/Self-Help Program focuses 
specifically on large-scale disasters that would impact the entire site and overwhelm emergency 
response personnel; when there may be little or no immediate response from professional 
emergency response organizations. 

Disaster/Self-Help Zone Reconfiguration: 

New Disaster/Self-Help Zones.  Livermore Site 200 
is divided into a block system that is used to identify 
sections that require emergency actions, such as 
evacuation or shelter-in-place.  The blocks are then 
assigned to specific Disaster/Self-Help Zones.  Each 
Disaster/Self-Help Zone has its own Zone-Control 
Point where activities within each zone are 
coordinated and each zone contains a predetermined 
number of assembly points. 

Fixed Assembly Points at the Livermore Site 200 are 
designated within each Zone and are where personnel 
muster in the event of an emergency when building 
evacuation is necessary.  Proximity to high-hazard 
facilities, possible existing dangers (i.e., overhead 
wires, large trees, etc.) and population are all factors 
taken into consideration when establishing a new or 
moving an existing assembly point. 

Disaster/Self-Help differs at Site 300 due to the unique geography and hazards associated with 
the site.  Remote facilities function through predetermined assembly points; there are no “zones.”  
All personnel, including visitors, must report to the designated facility assembly point when 
directed to do so and await further information.  During emergencies when the LLNL EOC is 
activated, the Site 300 DOC reports to the EOC.  If the LLNL EOC is not activated, the Site 300 
DOC coordinates actions with the on-duty Laboratory Emergency Duty Officer (LEDO). 
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Building Emergency Coordinators (BECs) are primarily expected to oversee the emergency 
preparedness and response activities in their assigned facilities, coordinating designated facility 
personnel to meet and direct Emergency Responders to the emergency scene, and providing 
status reports to the Emergency Responders (Incident Commander / Unified Command).  They 
also will interface with Facility Management during the event. 

During a Disaster/Self-Help event, the BECs will provide situation status reports to the 
Assembly Point Leaders or Zone Supervisors; who will relay the information to the EOC for 
incident prioritization and emergency response. 

 

IInniittiiaall  RReessppoonnssee  //  CCaallll--OOuutt  

LLNL Emergency Plan – General Concept of Operation: 

Upon discovering an abnormal event/condition, Alameda County Regional Emergency 
Communications Center (ACRECC) receives a 911 call, monitored by Security’s Central Alarm 
Station (CAS), and dispatches the LLNL Field Emergency Response Organization (ACFD, PFD, 
and ES&H Teams).  The Incident Commander (IC) will gather information about the incident 
and relay it to the Laboratory Emergency Duty Officer (LEDO) and/or the Emergency 
Management Duty Officer (EMDO).  The EMDO will determine the categorization/classification 
of the event, activate the appropriate level of the LLNL Multi-Agency Coordination System 
(MACS), and initiate appropriate off-site agency notifications, including the LEDO. 

Notification / dispatch of the Field ERO are typically accomplished via the LLNL paging 
system.  For example, the Group Page 09688 provides information regarding the location and 
type of event.  If the building or location is assigned to one of the ES&H Teams that Team is 
considered “dispatched.”  In addition, the MACS are notified of the need to activate the EOC 
and/or DOCs via the Communicator! NXT system. 

During the FY2012 drills and exercises, LLNL focused on Security related events; an active 
shooter.  For these types of events, a rapid response to the incident scene may not be prudent 
for ACFD or ES&H Teams. 

Lessons Learned: 

1. During previous exercises and subsequent table-top discussions, the Alameda County Fire 
Department and Security Organization has developed and refined their protocols for 
responses to Security related events and establishing a Unified Command in the field. 

2. ES&H Team members needed for response to the event should be coordinated through the 
team office; avoid contacting ACRECC seeking information regarding the response (wind 
direction, details regarding the event, etc.).  It is highly recommended that a single point of 
contact be identified for each team to coordinate response assets as requested by the IC. 

3. The LLNL paging system has the capability to issue notifications to pager owners of meeting 
schedules 15 minutes before the hour.  The emergency notifications can be delayed if the 
page is sent out at the same time the meeting reminder pages are being issued. 
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4. During previous exercises, it became apparent there is confusion on the communication path 
to the EMDO and LEDO when Security is incident command.  ACFD has a single pathway 
of communication when ACFD is IC independent of Security communications.  Security IC 
in the field has a multi-path communication system to communicate with the EMDO/LEDO - 
information from the Security IC goes through the Tactical Operations Center (TOC) / 
Security Duty Officer (SDO) to the EMDO / LEDO. 

Subsequent table-top discussions have established communication paths whether Security or 
Fire Department (or both) would contact the EMDO/LEDO in a security event. 

 

The COMMUNICATOR system is designed to dispatch the LLNL Multi-Agency Coordination 
System staff when they are needed.  The Emergency Management Duty Officer (EMDO) is 
responsible for making initial required off-site emergency notifications and activating the EOC 
and DOCs at LLNL. 

Safe Route Information: 

Keep in mind, the use of good judgment and common sense should always be used in matters 
that are not foreseen or covered by the emergency plans or procedures. 

Lessons Learned: 

1. Establishing a Safe Route:  During previous exercises, several members of the EOC / 
DOCs and the ES&H Team personnel were under Lockdown / Shelter-in-Place orders and 
could not report to their support locations. 

All EOC / DOC and ES&H Team personnel must follow protective action orders.  Further 
information will be provided as soon as the situation is evaluated.  ES&H Team personnel 
may relay information to the ES&H Team Liaison or Incident Commander via radio or cell 
phone, or ACRECC.  EOC and DOC personnel should contact their respective emergency 
facility; again, many of the EOC / DOC positions may be able to function in a “virtual” 
fashion (i.e., from their office) until further safe route information becomes available. 

2. On-Demand Conference Call System:  In the case of Protective Actions (i.e., Shelter-in-
Place or Lockdown) preventing the EOC / DOCs from being staffed, a “virtual EOC / DOC” 
may be established using the new On-Demand Conference Call System.  Phone numbers and 
access codes are identified in the “Emergency Operations Center (EOC) Telephone List.”  To 
contact the On-Demand Conference Call System, dial 925-424-8105 (or on-site: 4-8105). 

The access codes are designed for specific EOC organizations during emergencies. 

 Management Team – Access Code:  882050 
Can be used to schedule situational awareness briefings or conduct other emergency 
management business. 

 Operations Section – Access Code:  943272 
Can be used to schedule EOC to DOC briefings and obtain updated information 
regarding on-site resources. 



EM9001-RW 
Emergency Response Organization – FY13Annual Refresher 

EM9001-RW Rev 10.0.0 LLNL-WEB-400360 Page 5 

 Planning / Administration, Logistics & Finance Sections – Access Code:  674524 
Can be used to gather accountability information from or provide information to the 
BECs or Zone Supervisors; or to provide family members / emergency contacts with 
additional information and how to receive counseling/support and other resources. 

3. EOC activation with “Key Staff” – Management Team, Section Chiefs, WebEOC 
Operator, Consequence Assessment, and Notifications Officer.  Additional EOC staff and 
DOC activation decisions are made by the person fulfilling the role of Emergency Director, 
with recommendations from the Emergency Management Coordinator/EOC Coordinator and 
Section Chiefs, and are dependent on the circumstances surrounding the event. 

Additional staffing activation, or announcement of a conference call, can be made by: 

 Communicator! NXT – Instant Activation.  Individuals or groups can immediately be 
notified by selected devices (e.g., pagers, work phone, cell phone, and/or home phone).  
(Note:  During FY2013, the Communicator! NXT – Instant Activation feature will be the 
training focus for EM9017-P Practical on the Communicator System.) 

 Communicator NXT ERO Personnel Phone List.  Using a “phone tree,” individuals can 
be notified. 

 Emergency Voice Alarm (EVA) System.  ACRECC can be contacted to make an 
announcement that the EOC and DOCs are being activated. 

 

IInniittiiaall  AAccttiioonnss  aanndd  OOnn--GGooiinngg  AAccttiioonnss  

Protective Action Orders / Protective Action Recommendations: 

Based on initial situational awareness, Incident Commander / Unified Command (IC / UC) 
issues initial protective action orders and provides this initial information to the EMDO and/or 
LEDO.  Prior to declaring the EOC “operational,” the Incident Commander / Unified Command 
and LEDO will have made a formal transfer of Emergency Director (ED) responsibilities for 
response actions to ensure the safety of personnel, property, and the environment outside the 
incident scene (boundaries defined by the IC / UC). 

The Emergency Director has authority and responsibility to implement the facility/site 
emergency plan and exercise overall emergency management responsibility at all times (outside 
the incident scene) during a response to an Operational Emergency.  After the EOC is declared 
operational, the ED assumes responsibilities for categorization and classification, protective 
actions and protective action recommendations, and off-site agency notifications. 

During an Operational Emergency, on-site protective actions will be modified or lifted at the 
direction of the ED following recommendation by the IC.  This information will be 
communicated to appropriate on-site emergency response and facility personnel through 
established emergency communication systems.  Changes to protective action recommendations 
for affected off-site agencies will be communicated per EPIP-51 Emergency Notifications 
following coordination with local decision-makers. 
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Lessons Learned: 

1. Need for Follow-Up Protective Action Information:  During previous exercises, follow-up 
information for protective actions orders was not disseminated to the Lab population.  A 
hearing impaired employee received the initial protective action pager message to stay 
indoors, but never received a following protective action message to evacuate the building.  
The only status updates provided were the initial announcement and the all clear. 

When follow-up protective action announcements are not made to the site regarding the 
status, employees have called emergency centers for information which takes emergency 
communication resources’ attention away from the emergency.  Employees were calling in 
an attempt to gain additional clarification on the nature of the security event (e.g., bomb 
threat, armed intruders, or explosion occurred). 

Periodic event status information needs to be provided to LLNL during emergency events 
(e.g., status of protective actions) to ensure information-only phone calls are handled outside 
of the emergency response call centers (not only ACRECC and CAS, but the EOC and 
DOCs).  Suggestions made by employees included: 

a. Mechanisms such as automatic computer pop up screen similar to that used for 
computer patching computer reboot messages. 

b. With the expansion of electronic device usage at LLNL (e.g., “Bring Your Own 
Device (BYOD)” program), establish mechanisms to send information over social 
media (Twitter, Facebook, YouTube, etc.). 

c. After a significant emergency, LLNL’s Public Affairs Employee Notifications 
system can provide recorded instructions at ext. 4-LLNL (4-5565), such as the 
Laboratory’s operational status, if you should come to work or stay at home, etc.  
This system could allow employee’s the opportunity to also access updated 
protective action information. 

Employee Family / Emergency Contacts: 

During previous exercises, the individuals who were acting as family members did not receive 
consistent information regarding what was coming from the ALF Section and Health Services.  
These two organizations need to work together and establish a set of protocols to filter 
information for notification through one single source. 

Lessons Learned: 

1. Establish a process for handling concerned family members. Consider resurrecting Crisis 
Management Team to deal with concerned family members.  Consider a facility where 
family members can go to have access to situational information and medical professionals. 

a. During subsequent table-top discussions with senior Health Services Department 
(HSD) management for dealing with distraught family members who tried to 
contact the psychologists to find out information about the victims.  HSD plans to 
develop a procedure regarding the process and incorporating the details into 
EPIP-52 Transport and Notification of Ill, Injured or Deceased LLNL Workers. 
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OOppeerraattiioonnaall  EEmmeerrggeennccyy  TTeerrmmiinnaattiioonn  //  RReeccoovveerryy  AAccttiivviittiieess  

AAcccciiddeenntt//IInncciiddeenntt  SScceennee  MMaannaaggeemmeenntt  ((PPoosstt  EEmmeerrggeennccyy  RReessppoonnssee))::  

Procedure “PRO 0081 01” describes the control, management, and chain of custody 
responsibilities of an accident/incident scene for the safety of personnel and preservation of 
materials and evidence for follow-on investigative/analysis efforts, after emergency response 
activities have been completed (including “crime scene investigations”).  Accident/incident 
scene management is necessary after the emergency response to ensure that the scene is 
effectively preserved and controlled until all fact finding and evidence gathering is complete.  
This facilitates the conduct of a root cause analysis by LLNL or DOE, should one be required. 

A key concept for the successful implementation of this procedure is that individuals assigned 
the function of scene control/management should assume that further analysis is required, and act 
accordingly, until further analysis is deemed not required. 

A copy of Procedure “PRO 0081 01” is available on the Emergency Preparedness & Planning 
web site. 

Lessons Learned: 

1. PRO 0081 01 does not address crime scenes:  Crime scene investigation procedures are 
intended for use by law enforcement personnel who have the responsibility for protecting 
crime scenes, preserving physical evidence, and collecting and submitting the evidence for 
scientific examination. 

 

NNeeww  PPrroocceesssseess,,  PPrroocceedduurreess,,  oorr  FFaacciilliittyy  CChhaannggeess  

Emergency Plan 

The Emergency Plan is reviewed, revised, and released on an annual basis.  Revision 18 is 
available on the EM9001-RW home page as well as the Emergency Preparedness & Planning 
web site: https://www-epp.llnl.gov/epp/Resources.html 

New Disaster/Self-Help Zones 

The new Disaster/Self-Help Plan and Zone Maps are available on the Emergency Preparedness 
& Planning web site: https://www-epp.llnl.gov/epp/D_SH.html 
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OOtthheerr  AAccccoommpplliisshhmmeennttss  //  NNootteewwoorrtthhyy  PPrraaccttiicceess  

Protective Action Announcements – LOCKDOWN: 

During the FY2012 exercises, the protective action of LOCKDOWN was introduced to the 
LLNL population.  As part of the exercises, the Security Organization’s Central Alarm Station 
(CAS) and Alameda County Regional Emergency Communications Center (ACRECC) made 
significant improvements with getting the Emergency Voice Alarm (EVA) announcements out 
to the LLNL population. 

1. January 2012 / B365/386 – Annual EPHA Exercise.  Fourteen (14) minutes from the 911 
call to the EVA announcement for LOCKDOWN. 

2. March 2012 / Southwest Quadrant – Annual EPHA Exercise.  Two (2) minutes from the 911 
call to the EVA announcement for LOCKDOWN. 

In addition, by quickly manipulating security cameras, officers in the CAS and the Tactical 
Operations Center (TOC) were able to observe the suspect moving to B322, followed by 
PFD units who were in pursuit and were able to provide responding units additional 
information as needed based on the visual observations. 

3. April 2012 / Area 625 – Annual EPHA Exercise.  Twenty (20) seconds from the 911 call to 
the EVA announcement for LOCKDOWN.  This included the multi-select channel radio that 
also notifies Site 300 Security, Sandia Security, ACRECC, and ACFD personnel. 

 

January 2012 / B365/386 – Annual EPHA Exercise: 

A PFD Officer (Fritz) and Security Organization Training Manager (Grinstead) identified a 
safety concern and immediately secured the area and notified the Senior Controller and Safety 
Officer of an equipment gate on the south side of B368 that was unlatched.  Had someone leaned 
against this gate, they would have fallen off the porch and could have possibly suffered a serious 
injury.  The action on the part of these two mitigated a situation that could have resulted in a 
serious injury for individuals participating in the exercise. 

April 2012 / Area 625 – Annual EPHA Exercise: 

Response to the active shooter by personnel in T6179 was exceptional. A Group Leader was 
meeting with four (4) residents in T6179/R1017 (a conference room) when an explosion was 
heard, which they believed to have come from the A612/B625 Yard.  When a shooter was seen 
running past the door, facility residents closed the door and jammed the doorstop under the door.  
A resident called 911 and the remaining residents again secured the door by stacking chairs 
behind the door.  The residents dispersed themselves throughout the room and remained quiet.  
The Group Leader asked if anyone had a cellular phone and instructed them to silence them.  The 
residents appeared calm and alert until Security swept the facility, announcing “all-clear.” 
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Disclaimer 
This document was prepared as an account of work sponsored by an agency of the United States government. 
Neither the United States government nor Lawrence Livermore National Security, LLC, nor any of their employees 
makes any warranty, expressed or implied, or assumes any legal liability or responsibility for the accuracy, 
completeness, or usefulness of any information, apparatus, product, or process disclosed, or represents that its use 
would not infringe privately owned rights.  Reference herein to any specific commercial product, process, or service 
by trade name, trademark, manufacturer, or otherwise does not necessarily constitute or imply its endorsement, 
recommendation, or favoring by the United States government or Lawrence Livermore National Security, LLC.  The 
views and opinions of authors expressed herein do not necessarily state or reflect those of the United States 
government or Lawrence Livermore National Security, LLC, and shall not be used for advertising or product 
endorsement purposes. 
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