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Auspices Statement 

This work performed under the auspices of the U.S. Department of Energy by Lawrence Livermore National 

Laboratory under Contract DE-AC52-07NA27344. 
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Course Goal: 

After completing this course, Emergency Response Organization (ERO) members will 

demonstrate an understanding of emergency program changes (both implemented and pending), 

as well as lessons learned from drills, exercises, and/or actual emergency responses. 

 

Course Objectives: 

I Identify the new processes, procedures, or facility changes that may affect your roles and 

responsibilities as a member of the LLNL ERO. 

II Describe your roles and responsibilities as part of the LLNL ERO in relation to the lessons 

learned from the FY 2016 drills, exercises, and actual emergency responses. 

 

Part I: Program Improvements 

EOC Changes 

In FY 2016 the Emergency Operations Center (EOC) underwent another year of significant 

changes, including: 

(1) two former Department Operations Centers (DOCs) and the Environmental Functional 

Area (EFA) were integrated into EOC operations; 

(2) procedures and checklists were revamped to make them task-oriented and more user-

friendly; 

(3) EOC positions were added and some EOC role changes occurred; 

(4) changes were made to the Information Management process. 

First, the Environment, Safety, and Health 

(ES&H) Department Operations Center and 

the Facilities and Infrastructure (F&I) DOC 

were eliminated and folded into EOC 

operations.  ES&H staff members from the 

former DOC now respond to the glass room 

in the B490 EOC and perform all of the 

duties they previously accomplished at their 

DOC, including communicating with ES&H 

team personnel at the Incident Command 

Post (ICP), Field Monitoring Teams, the Health Services Department, and the EFA. The EFA 

also relocated to Room 1400 in B490. A Facilities Specialist from the former F&I DOC responds 

to the room adjacent to the Volunteer Emergency Radio Group (VERG) room (i.e., B490, Room 

2030) and communicates with Alarms and crafts, maintenance, engineering, and structural-
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integrity experts responding in the field. These changes were all made to streamline operations 

and help prevent communication disconnects that had been occurring in drills and exercises.  

Second, in response to Department of Energy Headquarters (DOE-HQ) findings at other DOE 

sites regarding the lack of procedure use by EOC personnel, the Emergency Programs 

Organization (EPO) staff revamped and simplified procedures and checklists in an attempt to 

make them more user-friendly. Emergency Plan Implementing Procedures (EPIPs) are now 

much shorter and task-based. Position checklists are now shorter and reference EPIPs for 

required tasks. 

Third, some position additions and changes occurred. A new ES&H Lead position was added to 

the head table in the EOC. This position is responsible for being the point person for all 

protective action decisions/recommendations made by the EOC. The Fire Branch position was 

eliminated and combined with the Operations Chief’s role. The Planning and Intelligence (P&I) 

Chief and the Situation Status Lead positions were moved and integrated in the Operations 

Section in an effort to improve information gathering and dissemination. A previously informal 

On-Scene Communicator position was formalized, and the duties of this position were 

significantly expanded to include both supporting the Emergency Management Duty Officer 

(EMDO) in emergency categorization/classification decision-making and acting as the chief 

protective actions advisor to the Incident Commander (IC). 

And fourth, a number of changes were introduced to improve Information Management in the 

EOC. The Mission Tasks position was also given the job of Mapping so that the incident scene 

can be plotted on an electronic map. WebEOC® Message Forms were revised, and an 

Administrative Specialist position was added to help collect forms for WebEOC® entry. Finally, 

a number of electronic status boards were revised and the duties of maintaining these boards 

were distributed among a number of positions in the EOC. 

Revision of Protective Action Sheets 

To improve the implementation process for protective 

actions, Protective Action Sheets (PAS) were revised and 

new Emergency Voice Alarm (EVA) system scripts were 

developed. EMDOs, On-Scene 

Communicators, and key 

members of the EOC staff 

involved in protective action decision-making were trained on how 

the PAS are used.  Fire Department run cards were updated and 

books of PAS message scripts were added to both the B391 Alarms 

Center and the Alameda County Regional Communications Center 

(ACRECC). During normal business hours, the On-Scene 

Communicator confers with the EMDO and IC and recommends and 

implements the appropriate protective action script.  These scripts are 

designed to immediately direct the evacuation of personnel to upwind 
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assembly areas or relocation areas beyond distances where plume concentrations could be deadly 

in a worst-case accident. The new process is an improvement to the previous practice of 

evacuating employees to their normal assembly points, and then later relocating them after the 

Incident Commander and/or EOC staff analyze the situation. 

Relocation Areas 

During FY2016, a new concept of Relocation Areas was introduced. Six new areas around Site 

200 have been designated for worst-case events that require the movement of personnel away 

from their normal assembly points. They are: 

• Central Cafeteria Relocation Area (B471 Bosque) 

• Sunshine Building Relocation Area (B041 Parking Lot) 

• B411 Warehouse Relocation Area (B411 Parking Lot) 

• Health Services Relocation Area (B663 Parking Lot) 

• Training Trailers Relocation Area (B1879 Parking Lot) 

• NIF Relocation Area (B581 Northwest Parking Lot)  

A communications plan to educate site populations on 

the purpose and location of these new relocation areas 

will be implemented in FY 2017.  

Offsite Interactions 

To improve interactions with the City of Livermore, Laboratory Emergency Duty Officers 

(LEDOs) or EMDOs agreed to make their best effort to call the City of Livermore Watch 

Commander prior to EOC activation to provide a short briefing. In addition, the new ES&H Lead 

position has been tasked with calling the City of Livermore EOC to provide a briefing about 

possible health impacts from onsite releases.  

New Staff Members! 

Due to numerous retirements in FY 2016, the EPO went through significant staff turnover and 

hired four new staff members. They are: 

 Steve Allen, Emergency Planner - Disaster/Self-

Help Coordinator  

 Kally Barker, Drills and Exercises Manager 

 Kristi Duenas, Administrative Specialist 

 Amy Muro, Readiness Assurance Specialist 

Amy previously worked in the LLNL EPO. Steve, Kally, and Kristi bring experience from other 

DOE emergency management programs. Learning curves have been overcome, and the program 

is moving forward! Many of you have met our new staff, but for those who have not, please 

welcome them when you do. 



EM9001-RW 
Emergency Response Organization – FY 2017 Annual Refresher 

 

EM9001-RW Rev 12.0.2 LLNL-WEB-400360 Page 6 

 

Future Programmatic Changes: 
 

Be on the lookout for more Emergency Programs improvements in FY 2017. Three of this year’s 

focus areas are listed below: 

 DOE Order 151.1D, which contains 295 

emergency management requirements, will be 

implemented. The EPO has until November 11, 

2017 to implement the required changes. 

Approximately 90% of the requirements will 

result in no significant changes in current 

operations, but 10% of the changes are 

significant, including: 

o More Defense Nuclear Facilities Safety Board (DNFSB) requirements 

o Event categorization no more than 30 minutes after event discovery 

o Numerous new hazards analysis screening requirements 

o New protective action requirements 

o Implement technical-basis protective actions <15 mins after initial actions 

o Employee notification within 10 minutes of protective action decisions 

o Brief all unescorted visitors on protective actions (includes HSPD-12 badges) 

o Primary or Alternate EOC must be outside of Emergency Planning Zone 

o New requirements for future EOC construction projects 

o Additional DOE-HQ notification requirements 

o Site-level and facility-level operational drill programs must be integrated 

o Annual proficiency evaluations are required for all ERO members 

 

 To address the new Alternate EOC requirement, the EPO is 

relocating the Alternate EOC from the B323 Fire House to 

the LLNS offices in downtown Livermore. EOC members 

will be given training at the new Alternate EOC, and 

participate in a drill at that location in May 2017.  

 Two protective actions that have never been practiced at 

the Lab will be demonstrated in FY 2017. First, the 

Relocation Area concept will be rolled out to the workforce 

through site-wide communications, and will be practiced with one building during the annual 

site exercise. And second, full implementation of shelter-in-place will be demonstrated 

during the annual site exercise, as described in the Facility-Level Emergency Plan. While 

shelter-in-place has been implemented numerous times during site exercises, proper 

demonstration has never been tested at the building level, to include: proceeding to a safe-

gathering area; sealing doors, windows, and vents; conducting supervisory accountability; 

and, if possible, having qualified personnel secure the HVAC system. 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi-opHO4brQAhXHhFQKHd8WBosQjRwIBw&url=https://thestorefront.wordpress.com/tag/livermore-valley-plaza/&bvm=bv.139250283,d.cGw&psig=AFQjCNGN7Wgsl3wza7dTW6X393JATQedIw&ust=1479849067694323
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Part II: Drill and Exercise Lessons Learned 

Leading up to an audit from the Office of Enterprise Assessments (EA-33) from DOE-HQ, the 

EPO had a busy year, conducting three emergency exercises, 17 drills, and four Limited Scope 

Performance Tests (LSPTs) in FY 2016.  

************* 

What Went Right! 

The ERO did many things well during the FY 2016 site exercises, including: 

 Fire/Rescue. DOE-HQ auditors commended the Alameda County Fire Department for 

establishing effective Unified Command and implementing initial protective actions for the 

workforce in a timely manner.  

 Security. During the Annual Full-Participation Exercise, the 

Security Organization demonstrated the ability to implement 

Lockdown protective actions quickly and neutralize active 

shooters effectively.  

 EMDOs. With one exception, the EA-33 audit team noted that 

EMDOs appropriately categorized or classified events 

appropriately, made timely initial DOE and offsite agency 

notifications, verified initial protective actions were conservative, 

and activated the EOC in a timely manner. 

 EOC. EA-33 auditors gave compliments to a number of EOC staff 

members, noting several instances of good command and control, delegation of tasks, and a 

strong focus on protecting site workers. 

 

************* 

What Needed Improvement 

A number of improvement items were noted during the FY 2016 site-wide exercises. A few of 

these issues are highlighted below because they have been recurring problems: 

 Communications 

Issue: 

Ineffective communications were noted in a number of the drills and exercises conducted in 

FY 2016, including the EA-33 LSPTs. Examples are provided below: 

– During the Annual Full-Participation Exercise, medical crews received conflicting 

instructions from the Tactical Operations Center (TOC) and ACRECC on whether it 
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was safe to enter a mass-casualty scene, resulting in a 30-minute delay in triage and 

treatment of victims. 

– During the Annual Full-

Participation Exercise, the 

EOC incorrectly thought 

multiple explosions occurred, 

did not know the locations of 

explosions, never knew the 

basis for the emergency classification, and was unaware that a news release was 

issued to the media by Public Affairs personnel under lockdown at Building 111. 

– During LSPTs, auditors said that personnel at the ICP did not share a common 

operating picture or situational awareness of events with the personnel at the EOC, 

and noted that the information flow processes used by the ERO, including acquiring, 

recording, and disseminating timely and accurate event information, were ineffective. 

– During LSPTs, ICs shared information with the EOC during bridge-line calls, but the 

EOC staff did not share important information with the IC, including offsite 

Protective Action Recommendations (PARs) or the results of plume plots showing 

that responders in the field could be in danger. 

– During LSPTs, occasional misinformation (e.g., explosion rather than crash, and 

evacuation of blocks rather than a single building) led ERO teams down incorrect 

response paths. 

Lessons Learned / Improvements Underway: 

 The EPO formalized the On-Scene Communicator position to improve 

communications between the incident scene, the EMDO, and the EOC. Numerous 

additional recommendations for improving communications between the incident 

scene and the EOC were made by DOE auditors and will be considered for 

implementation in FY 2017 as a formal corrective action plan is developed in 

response to the DOE audit. 

 Offsite Interactions  

Issue: 

– During Annual Full-Participation Exercise, the 

EOC told the City of Livermore that a 

hazardous plume had not been contained, but 

could not explain the potential impacts of the 

plume. 

Lessons Learned / Improvements Underway: 

 The ES&H Lead has been trained and 

procedures modified to contact the City of 

http://www.cityoflivermore.net/default.htm
https://www.google.com/imgres?imgurl=http://www.hotellivermore.com/resourcefiles/attractionsmallimages/wente-vineyards-livermore-ca-th.jpg&imgrefurl=http://www.hotellivermore.com/things-to-do&docid=UPUmZzMxi7fPFM&tbnid=aDTG8LY18FbppM:&vet=1&w=800&h=333&bih=1040&biw=1714&ved=0ahUKEwjvgOb6iLvQAhWJgFQKHbcHDUcQMwhPKCIwIg&iact=mrc&uact=8
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Livermore EOC to provide a briefing on potential health impacts from the plume.  

 Notifications 

Issue: 

– During LSPTs, auditors stated that Emergency Notifications were inaccurate. Three 

examples follow: 

o Contrary to procedures, offsite PARs were based on distance from the facility 

instead of the distance from the LLNL perimeter fence line. 

o One form said no PARs were necessary for offsite, when the actual technical-

basis PAR for the associated Emergency Action Level (EAL) was to shelter-in-

place for a one-mile radius. 

o One form stated that shelter-in-place PARs for offsite populations were needed 

out to 2.5 kilometers, when the actual PAR was to shelter-in-place 2.5 kilometers 

downwind. 

Lessons Learned / Improvements Underway: 

 A formal corrective action plan in response to the DOE audit is being developed, and 

corrective actions will be implemented in FY 2017. 

 Information Management 

Issue: 

– DOE auditors noted 

ineffective use of 

available information 

management capabilities 

in the EOC. An 

electronic map that 

could be used to plot 

responder positions, plume plots, and other information was either not used or under-

utilized. 

– DOE auditors noted that ICs could not view WebEOC® and that EOC staffs had 

difficulty sending requested technical products, such as plume plots, to the ICP. 

– During the annual evacuation exercise, two separate events were initiated in 

WebEOC® within minutes of each other and, as a result, responders entered 

emergency information into separate records that could not be shared. 

Lessons Learned / Improvements Underway: 

 A formal corrective action plan in response to the DOE audit is being developed, and 

corrective actions will be implemented in FY 2017. 
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 The process for initiating a new WebEOC® event is being formalized. Procedures are 

being revised and training on the new protocols will be provided in FY 2017. 

 Protective Actions and Protective Action Recommendations 

Issues: 

– During LSPTs, the EOC’s failure to share PARs with the IC could have resulted in a 

delay in implementing protective actions for offsite populations. 

– PAR distances were communicated to offsite agencies using the distance from the 

affected facility, versus the distance offsite from the site boundary. Offsite agencies 

do not know where onsite hazardous facilities are located and therefore were not sure 

exactly how many residents near the Lab needed protection. 

– While protection of site employees was a strong focus of the IC and the EOC during 

performance tests, protection of responders was inadequate. Even though some plume 

projection models showed that Command Post personnel near 

B331 were being exposed to whole body doses greater than 5 

rem (simulated), this information was never communicated to 

the IC. In addition, staging areas, traffic control points, and 

other key receptor locations in downwind areas were not 

considered or warned or relocated by EOC staff.  

Lessons Learned / Improvements Underway: 

 A formal corrective action plan in response to the DOE audit is being developed, and 

corrective actions will be implemented in FY 2017. 

 Accountability 

Issues: 

 During the annual site evacuation exercise, disconnects between the Assembly Points, 

Zone Control Points, the Accountability Disaster Call Center, the VERG, and the 

EOC Management Section caused confusion and delayed the accountability process. 

Issues included: 

o Accountability forms used in the EOC are different from the forms at the 

Assembly Points and Zone Control Points. 

o Information coming into the Operations Section through VERG was not relayed 

to the Accountability Disaster Call Center. 

o The Accountability Disaster Call Center did not share information about the event 

with the Zone Control Points. 

  

https://www.google.com/imgres?imgurl=https://static1.squarespace.com/static/54aac5e4e4b0b6dc3e1f6866/t/579b977c3e00beeff59a3feb/1469814658052/&imgrefurl=http://www.fairewinds.org/nuclear-energy-education//fairewinds-comments-on-the-epas-proposed-changes-to-the-protective-action-guidelines-pag&docid=FMUlprbvFvuQdM&tbnid=LLKHMNsNMvNDfM:&vet=1&w=504&h=424&bih=1040&biw=1714&ved=0ahUKEwizr5zV47rQAhXlwFQKHXRqC1cQMwg8KBgwGA&iact=mrc&uact=8
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Lessons Learned / Improvements Underway: 

 Changes to procedures and training are currently underway to improve the existing 

accountability process. These corrections will be implemented in FY 2017.  

 Consequence Assessment 

Issues: 

– During LSPTs, auditors noted 

that inconsistent dispersion 

model results were not addressed 

and reconciled by EOC staffs or 

provided to the ICs to identify 

pre-determined potential 

exposures (based on the results 

of the Emergency Planning 

Hazards Assessment) at the locations of specific receptors of interest (e.g., Site 200 

fire station, medical facilities, EOC, offsite schools, and public facilities).  

– During Limited Scope Performance Tests, Consequence Assessment Teams (CQTs) 

did not always produce timely consequence assessment results. One team took 90 

minutes to complete their initial run because they analyzed an incorrect scenario and 

then used incorrect modeling parameters. The site emergency plan establishes a 30-

minute timeframe to complete the required Timely Initial Assessment (TIA). 

– During LSPTs, CQTs only briefed the results of their models to the EOC cadre during 

one out of four exercises. 

– CQTs used the meteorological data from the time they ran their models, versus the 

weather conditions at the time the event occurred. 

– The EOC staffs could not provide the ICs with requested technical products needed to 

protect response personnel, workers, and the public.  During one LSPT, EOC 

personnel innovatively resorted to transmitting a computer screen shot of a plume plot 

to the On-Scene Communicator via personal cell phone. 

– CQT procedures do not contain instructions to distinguish between puff releases and 

prolonged plumes; as a result, team members always modeled Hotspot releases 

assuming a 15-minute plume duration, and National Atmospheric Release Advisory 

Capability (NARAC) releases assuming a one-hour plume duration. 

– ES&H personnel did not make use of an available pre-planned survey map for use in 

directing and communicating with field-monitoring teams. 

  

NARAC plume model of a fire in Tracy, California on August 7, 1998. 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwjC1qH-87rQAhWs6IMKHcOlAMgQjRwIBw&url=https://narac.llnl.gov/about/timeline&psig=AFQjCNHlOVXtKMX0Ts8lPkEwvtQ1qi8Iww&ust=1479853987426425


EM9001-RW 
Emergency Response Organization – FY 2017 Annual Refresher 

 

EM9001-RW Rev 12.0.2 LLNL-WEB-400360 Page 12 

Lessons Learned / Improvements Underway: 

 A formal corrective action plan in response to the DOE audit is being developed, and 

corrective actions will be implemented in FY 2017. 

 Public Information 

Issues: 

– The Public Information Manager developed a message for the workforce but did not 

follow through to implement delivery of the message. 

– DOE auditors said news releases were issued that contained PARs, in violation of 

current procedures. DOE auditors also said offsite PARs were inappropriately 

included in text messages to onsite workers 

and/or contained confusing instructions.  Unless 

previously coordinated and approved by offsite 

officials, it is not appropriate to include PARs for 

offsite residents in news releases or workforce 

communications because offsite decision-makers 

may, at their discretion, implement protective 

actions that are either less or more conservative 

than what is recommended by the EOC. Listing a site recommendation that may not 

be implemented offsite could cause public concern or confusion.  

– DOE auditors said initial news releases were not always issued in a timely manner. 

Procedures require that an initial news release be issued within one hour of 

emergency declaration. One news release was 19 minutes late.   

Lessons Learned / Improvements Underway: 

 Procedures are being modified to clarify responsibilities and mechanisms for 

approving and implementing messages to the workforce. 

 For EA-33 findings, a formal corrective action plan in response to the DOE audit is 

being developed, and corrective actions will be implemented in FY 2017. 

 Exercise Control and Evaluation 

Issues: 

– A Controller issued contingency messages without the 

approval of the Exercise Director. As a result, event 

categorization and classification could not be demonstrated. 

– During LSPTs, an observer prompted players at the ICP. 

– Due to controller communication issues, a Facility Manager was not given adequate 

opportunity to demonstrate command and control objectives. 

https://www.google.com/imgres?imgurl=http://www.calfac.org/sites/main/files/imagecache/overview/main-images/press_release_distribution.jpg&imgrefurl=http://www.calfac.org/current-news-releases&docid=7S84-brX6ICGgM&tbnid=hDBLHco4zynLPM:&vet=1&w=430&h=286&bih=1040&biw=1714&ved=0ahUKEwitgvqb47rQAhUIwVQKHQOzD4QQMwhDKB8wHw&iact=mrc&uact=8
https://www.google.com/imgres?imgurl=http://kansastag.gov/AdvHTML_Upload/images/Terri_Circle.jpg&imgrefurl=http://www.kansastag.gov/kdem.asp?PageID%3D481&docid=5nlSokKqb7CYwM&tbnid=kv_13FX_FkIlnM:&vet=1&w=341&h=336&bih=1040&biw=1714&ved=0ahUKEwi38Paj5LrQAhVCsVQKHRpxCTY4ZBAzCGUoYzBj&iact=mrc&uact=8
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– Several actual player injuries occurred in FY 2016. 

Lessons Learned / Improvements Underway: 

 A formal corrective action plan in response to the DOE audit is being developed, and 

corrective actions will be implemented in FY 2017. 

 The safety of employees during drills and exercises is of highest importance. If 

drill/exercise play impacts safety, players, controllers, and evaluators all have 

authority to stop play immediately. If play is suspended, the Exercise Director is 

informed, and the entire controller/evaluator/player organization is notified. 

Controllers should pay close attention to participant actions and stop any unsafe 

conditions and behaviors. Rules that may be suspended during response to actual 

emergencies cannot be suspended for exercise play. Controllers may authorize 

simulations in certain circumstances to ensure the safety of participants (e.g., 

respirators may be worn while driving during actual events, but not during exercises). 
 

 

Please attend ERO training and offer feedback! 

Thank you for your continued participation on the LLNL Emergency 

Response Organization! 


